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Several Biggies Hit By
‘Ransomware’; Control
Of Data Handed Back

Once Money Is Paid Up

Amrita.Didyala
@timesgroup.com

Hyderabad: The state’s
information technology
hub is under attack from
a dreaded malware that is
locking out computers at
will.

‘Ransomware’, the mali-
cious software that seizes
access to computers and
laptops until a said amount
is paid, has already hit sev-
eral biggies in the IT indus-
try with cyber crime police
struggling to contain it. IT
industry honchos, who have
kept information regard-
ing malware attacks under
wraps, are a worried lot.

Nobody is
“going to make
it (@ malware attack)
public as it concerns
sensitive data. The
reason they shield
themselves is that

once it becomes
public, people would
be wary of dealing
with the company

Ramesh Loganathan,
IT INDUSTRY EXPERT

What's worse, is that the
malware is attacking smart-
phones too.

City-based E2 Labs, the
only cyber security compa-
ny and academy operating
here, admits to getting 10 to
15 such cases each month,
mostly from MNCs and IT
giants. The compromised
information, they say, is
hard to get back, even as
companies and individuals
shell out huge sums run-
ning into Rs 2 to Rs 3 crore
as ransom, before seeking
expert help.

“Hyderabad is a major
target, followed by Mum-
bai, Bangalore and Delhi,”
says Zaki Qureshey, CEO
and founder of E2 Labs. Be-
sides IT companies, he says,
“Over the past few months,
chartered account compa-
nies, financial institutions,
software development and
pharma companies have
been hit.”

The problem is usually
triggered by the use of mul-
tiple apps on laptops or mo-
bile phones. Many a times,
along with apps, spy-apps
too get installed remotely,
leaving people at risk.

With the syncing of per-
sonal and official emails
with handsets becoming the
norm, the threat increases

Better safe
than sorry

xperts suggest the use of

IRM (information rights
management) application on
devices so that data
stays encrypted even if it's
stolen. IRM technologies
protect confidential data from
unauthorised access. Typically,
it contains a hot folder which
is tagged by rules (who, when,
where to access the files). Any
file which is pushed to the
folder inherits the rules.

manifold, more so if a per-
son handles important data
for his or her company. Tor-
rent downloads is another
common way to give hack-
ers entry.

“Ransomware  targets
mobiles, tabs, laptops. Once
compromised, chats, video-
chats, emails, calls and all
other data can be remotely
accessed and controlled
by the hacker. The hacker
then locks the gadget re-
motely and asks for a ran-
som to grant the owner ac-
cess of their own device,”
Qureshey says.

Adding to companies’
woes is the fact that hackers
use doubly-encrypted “Tor”
browsers so that they can-
not be tracked. Hence, the
exact location of the attack-

ersiremains unknown.

The first such reported
case occurred when an in-
dividual victim was asked
to pay ransom for return of
personal data (videos) last
month. He approached the
Cyberabad cyber
crime cell follow-
ing the ransom
demand. “It was a
senior executive
of a PSU whose
personal videos
had been stolen
after his laptop
was remotely
accessed. The
ransom was to
be paid in bit-
coins,” says Md
Riyazuddin,
cyber crime
inspector, Cy-
berabad.

Highlighting how wvul-
nerable companies remain,
experts say that all firms
are in the cross-hairs of
Ransomware, since they
are dependent on informa-
tion and Internet.

Devraj Wodeyar, leader
cyber security forum, of
society of Cyberabad secu-
rity council (SCSC), and VP
of cyber security company
Proins networks, says, “It
(Ransomware) is one of the
most common problems be-
ing faced by companies who
deal with online transac-
tions.” Elaborating, he says,

STATE SEEKS QUSTER OF AP FROM BABLI

“It blocks payments and de-
mands an amount over the
payment to allow comple-
tion of transactions. With
the increase in transac-
tion costs, the demand also
keeps increasing. There are

a large number of com-

panies facing these issues.
They bring their problems
to us, but usually prefer not
to report the same to the
cops.”

Speaking about why
companies tend to bury
matter, IT industry expert,
Ramesh Loganathan, says,
“Nobody is going to make
it (a malware attack) pub-
lic as it concerns sensi-
tive data. The reason they
shield themselves is that
once it becomes public, peo-
ple would be wary of deal-
ing with the company.”

CITY’S IT HUB HELD TO RANSOM

l I3 While using multiple apps, at times spy-apps too

get installed remotely

I3 Once malware is part of system, data is
accessed remotely

3 Threat increases when personal, official emails
synced with handsets

I3 Hacker locks the gadget and asks for a
ransom to grant owner access of own device

I3 Torrent downloads another way used by hackers

I3 Doubly-encrypted “Tor” browsers used by
hackers so they cannot be tracked
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